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iLO Integrated Lights-Out HP

IMM Integrated Management Module IBM
iDRAC Integrated Dell Remote Access Controllers Dell

IPMI Intelligent Platform Management Interface it’s used on

(General Standard) Supermicro
hardware

AMT Intel Active Management Technology Intel
CIMC Cisco Integrated Management Controller Cisco
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e HPE Integrated Lights-Out 4 (iLO 4) With Frameworks Prior to 2.53
e HPE ProLiant m510 Server Cartridge With Frameworks Prior to 2.55
e HPE ProLiant m710x Server Cartridge With Frameworks Prior to 2.55
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e HPE Integrated Lights-Out 5 (iLO 5) for HPE Gen10 Servers - Prior to
v1.35

e HPE Integrated Lights-Out 4 (iLO 4) - Prior to v2.61

e HPE Integrated Lights-Out 3 (iLO 3) - Prior to v1.90

¢ HPE Moonshot Chassis Management Firmware - Prior to 1.58

¢ Moonshot Component Packs - Prior to 2.51
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e HPE Integrated Lights-Out 5 (iLO 5) for HPE Gen10 Servers - Prior to
v1.30

e HPE Integrated Lights-Out 4 (iLO 4) - Prior to v2.60

e HPE Moonshot Chassis Management Firmware - Prior to 1.58

¢ Moonshot Component Packs - Prior to 2.51
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https://[ip]:[port]/xmldata?item=all

example => https://10.0.0.1/xmldata?item=all
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<MACADDR=b4:7a:f1:0c:16:3e</MACADDR>
<IPADDR=172.306.120.60</IPADDR=
<STATUS=0K=/STATUS=>
< /NIC=
v<NIC=>
<PORT=2=</PORT=
<DESCRIPTION=HPE Eth 18Gb 2P 5245FP+ Adptr</DESCRIFPTION=
<l OCATION=S1lot 2</LOCATION=
<MACADDR=b4:7a:f1:0c:16:3f</MACADDR>
<IPADDR/ =
=STATUS=Unknown=/STATUS=
< /NIC=
v<NIC=>
<PORT=>1=</PORT=
<DESCRIPTION=HPE Eth 18Gb 2P 5245FP+ Adptr</DESCRIFPTION=
<l OCATION=S1lot 3</LOCATION=
<MACADDR=b4:7a:f1:0c:15:30</MACADDR=>
<IPADDR=172.30.120.60</IPADDR=
<STATUS=0K=/STATUS=
< /NIC=
v<NIC>
<PORT=2</PORT=
<DESCRIPTION=HPE Eth 18Gb 2P 524S5FP+ Adptr</DESCRIPTION=
= OCATION=S1ot 3</LOCATION=
<MACADDR=b4:7a:f1:0c:15:31</MACADDR=>
<IPADDR/ =
=STATUS=Unknown</STATUS=
< /NIC=
< /NIC5=>
=/H51=
¥ <MP=

dSTbl{%ST}
=Pl=Integrated Lights-Out 5 (1L0 5)</Pl= I
>

<FWRI=2 .44=/FWRI=>
< =0x ebde eic=
<BBLK />
<HWRI=ASIC: 21</HWRI=
<SN=TLOCZ2051050W=/5N=
<UUID=ILOP19719CZ2051050W=/UUI0=
<] PM=1</TIPM=
<550=0</550=
<PWRM=1.0.7<=/PWRM=
<ERS>B</ERS>
<EALERT=1</EALERT=

=/ MP=

v<HEALTH=

=STATUS=2</STATUS=>

</HEALTH=>

< /RIMP=
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<PORT>3</PORT=>
<DESCRIPTION=HP Ethernet 1Gb 4-port 331FLR Adapter=/DESCRIPTION=
<LOCATION=Embedded=/LOCATION=
<MACADDR=a@®:d3:cl:f9:fe:36</MACADDR=>
<IPADDR=N/A</IPADDR>
=STATUS=Unknown=/STATUS=>
</NIC=>
w=NIC=
<PORT=4=/PORT=
<DESCRIPTION=HP Ethernet 1Gb 4-port 331FLR Adapter=/DESCRIPTION=
<LOCATION=Embedded=/LOCATION=
<MACADDR=a@:d3:cl:f9:fe:37</MACADDR>
<IPADDR=N/A=</IPADDR=>
<STATUS=Unknown</STATUS=>
</NIC=>
</NICS5=
</HSI=
¥ <MP>
<5T=>1< /5T
<PN>Integrated Lights-Out 4 (1LO 4)=</PN=
<FWRI=2.55</FWRI=>
<BBLK=03/05/2013=/BBLK=
<HWRI=ASIC: 12</HWRI=>
<SN=>TLOUSE4@1P1ITN </Sh=>
<UUID=IL0666532USE401P1TN=/UUID=>
<IPM=1=</IPM=
<550=0</550=
<PWEM=3.3.8</PWRM=>
<ERS>B</ERS>
<EALERT=1</EALERT=>
</MP=>
¥v<S5PATIAL>
<DISCOVERY RACK=Not Supported</DISCOVERY RACK>
<DISCOVERY DATA=Server does not detect Location Discovery Services</DISCOVERY DATA=
<TAG_VERSION=0=/TAG_VERSION=
<RACK_ID=8</RACK ID=
<RACK_ID PN=B</RACK ID PN=
<RACK_DESCRIPTIOMN=B8</RACK DESCRIPTION=
<RACK_UHEIGHT=0</RACK_UHEIGHT=>
<UPOSITION=8</UPOSITION=
<ULOCATION=8</ULOCATION=
<cUUID=35363636-3233-5355-4534-30315031544E</cUUID=>
<UHEIGHT=>1.00</UHEIGHT=>
<UOFFSET=0</U0FFSET>
</SPATIAL=>
v<HEALTH=
<STATUS=>2</STATUS>
</HEALTH=
=/RIMP=
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https://support.hpe.com/hpesc/public/home
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[V] https://www.cisecurity.org/advisory/a-vulnerability-in-hpe-ilo4-servers-could-allow-for-
remote-code-execution_2018-075/

[¥] https://nvd.nist.gov/vuln/detail/CVE-2018-7105

[¥] https:/nvd.nist.gov/vuln/detail/CVE-2018-7078
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